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TODAY’'S DISCUSSION FORMAT QQ
\_!_) The discussion is being recorded. \"Q

,@ Please use the chat window to ask your questions.
£

4
""f‘ We have our experts on hand to answer your questions.

The video and content will be sent via email post event.

J




.S Acknowledgement to Country

| acknowledge that we
are recording this
discussion from the
lands of the
Traditional Custodians
of the various lands on
which we all work
today.

| pay my respects to
Elders past, present
and emerging .
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Grounding

Microsoft Graph

RAl is performed
on input prompt

@ . and output results

Semantic / -
Index Q Grounding :

Post-processing Data flow (i = all requests are encrypted via HTTPS)
Your context and content ‘

@ User prompts from Microsoft 365 Apps are sent to Copilot
emails, files, meetings, chats,

@ Copilot accesses Graph and Semantic Index for pre-processing
calendars,and contacts

@ Copilot sends modified prompt to Large Language Model
Q Copilot receives LLM response
Customer Microsoft 365 Tenant @ Copilot accesses Graph and Semantic Index for post-processing

0 Copilot sends the response, and app command back to Microsoft 365 Apps




Benefits of Copilot é@

G
N
- Operational Efficiencies

- Impact in NFP space

- Focus on Mission




Be aware of the associated risks

5~  Challenge of visibility to
' detect and mitigate risk

43%
o

of organisations identified a gap in
visibility along with controls to detect
and mitigate risk in Al is a top concemn.’

1. Data Security Index report, Oct 2023 commissioned by Microsoft
2. Survey of 658 data security professions, Mar 2023, commissioned by Microsoft
3. Gartner Security Leader's Guide to Data Security, Sep 2023

3

Challenge of controls to
protect data shared in Al

35% o

of respondents are concerned
about gap in tools to protect data
that goes into generative Al?

C». Increased reqgulatory
@  pressure

at least one global company will see its
Al deployment banned by a regulator
for noncompliance with data protection
or Al governance legislation.?




Security concerns associated with Al usage

>&§A Visibility into the usage of Al applications can result in security and compliance challenges.

Data leak:
Users may inadvertently leak sensitive
data to Al apps

(o

Data oversharing:
Users may access sensitive data via
Al apps they are not authorized to view
or edit

Non-compliance usage:
Users use Al apps to generate unethical
or other high-risk content




Shared responsibilities model of security

for Al usage for Microsoft Copilot

Access to production
environment
Set up access controls that strictly

restrict standing access to customer’s
data or production environment

Protect data

Encrypt data at rest and in transit
based on industrial standards
(BitLocker, TLS, etc.)

Shared responsibility

Access to Al apps

Set up access control policy,
leveraging identity and access
management solutions

Protect and govern data
entered and created by Al apps

Apply data security and compliance
controls on data in Al interactions.

User accountability of Al use

Implement and operate organisation-
wide Al security training



Microsoft Purview

Comprehensive solutions to secure and govern your data

Data Security Data governance Risk & compliance posture
Secure data acrossiits lifecycle, Govern data seamlessly to empower Manage critical risks and regulatory
wherever it lives your organisation requirements

Data Loss Prevention Data Map Compliance Manager
Insider Risk Management Data Catalog eDiscovery and Audit
Information Protection Communication Compliance
Adaptive Protection Data Lifecycle Management
Records Management

COn-prem and multi-cloud Q Unstructured & structured data Q Across laaS and SaaS )

Shared Platform Capabilities
Data Map, Data Classification, Data Labels, Audit, Data Connectors

Data Estate Insights
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Microsoft Purview

Al hub (preview)

Analytics Policies  Activity explorer

Total prompts over time (Microsoft Copilot)

A Up 14% in the last 30 days
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Number of prompts
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B Copilot for Microsoft 365 prompts

View details

Sensitive data in prompts

Sensitive data shared with all Al assistants grouped by sensitive information type.

A\

M Credit card numbers [ US.SSN [ Physical address [l Bank Account Bl ABA routing numbers

L Search for users, groups, settings, and actions

Nov 10

Nov 15

Total visits (Other Al assistants)

A Up 7% in the last 30 days
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Number of visits
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M Visits to Other Al assistants

View details

Total prompts with sensitive data

Total number of prompts containing sensitive data shared with all Al assistants.

Google Bard

! | | |
OpenAl ChatGPT-4
I s | ——

Bing Chat
| |
Copy.ai

.
Copilot for Microsoft 365

|

M Credit card numbers I US.SSN M Physical address [l Bank Account [l ABA routing numbers




R Search for users, groups, settings, and actions

Microsoft 365 compliance

Z? Recommended actions £33 Settings @ Learn more

Al hub (preview)

{t Home
S% AiHub
I oa Analytics  Policies  Activity explorer
Q  Compliance Manager
. Activity: All values User: All values DLP policy matched: All values Sensitive info type: All values = Add filter
& Data dlassification
¥ Data Connectors
1000
A\ Alerts 800 . .
2 600 . . . . .
s
l» Reports £
< 400 l [ | .
% Policies 200 [ | l I B
. N | —
(% Permissions 09/01/2023 09/02/2023 09/03/2023 09/04/2023 09/05/2023 09/06/2023 09/07/2023
Chart time zone: (UTC-7:00)
@ DLP policy match @ Paste to browser @ Upload to cloud @ Interacted with Copilot
Solutions
Eij- Catalog |:| Activity User Time happened Device full name Enforcement mode Sensitive info type File sensitivity label DLP policy matched DLP rules matched File name
2 Audit D File upload to cloud @ Mona Kane Sep 01, 2023 3:54 PM Desktop-3453HD Audit Credit card number Confidential Al hub - Data Protection Audit-UploadToCloud CCnumbers_08-2023.txt
D Paste to browser @ Dean Renzo Sep 01, 2023 3:54 PM Desktop-363345HD Audit Social security number Al hub - Data Protection Audit-PasteToBrowser
L Content search
- _ (] File upload to cloud @ Edison Gl Sep 02, 2023 3:54 PM Desktop-53544EF Audit Physical address Confidential Al hub - Data Protection Audit-UploadToCloud ~ AddressList_08-2022.xls
[ Communication compliance
[ Interacted with Copilot e Sarah Terry Sep 03, 2023 3:54 PM Audit Credit card number
[4 Data loss prevention
(] File upload to cloud @ Posie Par Sep 03, 2023 3:54 PM Desktop-53544EF Audit Physical address Confidential Purview for Al - Data Protection  Audit-UploadToCloud AddressList_08-2022.xls
@iz eDiscovery
[T]  Interacted with Copilot @ Dean Renzo Sep 05, 2023 3:54 PM Audit Social security number
=1 Data lifecycle management
D Paste to browser 6 Sarah Terry Sep 06, 2023 3:54 PM Desktop-3534345-LD Audit Bank account Purview for Al - Data Protection Audit-PasteToBrowser
Information protection . .
r‘ﬂ P (] Interacted with Copilot e Sarah Terry Sep 06, 2023 3:54 PM Desktop-3534345-LD Audit Bank account Purview for Al - Data Protection  Audit-PasteToBrowser
A Insider risk management [J Paste to browser @ Mona Kane Sep 13,2023 354 PM  Desktop-ASFD213 Audit Credit card number Al hub - Data Protection Audit-UploadToCloud
W Records management




Start your Al data security journey today!

Build a foundation for comprehensive data security

Discover sensitive data Prevent data leak Automate data labeling

Q N 18

Visit data classification and leverage Create an endpoint DLP policy to Define label taxonomy, enable
built-in and custom Sensitive prevent sensitive data exfiltration of default labels and protection and
Information Types (SITs), trainable sensitive information that is most scale with auto-labeling on client
classifiers, and labeled content. critical to your organisation. application and services

Integrate seamlessly on a unified platform without dependency
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